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Today’s Agenda

* Defining Credit Card Fraud

e Industry Fraud Overview

 Fraud Trends in the Payment Industry
« The Cyber Underground

o lIdentity Theft

* Best Practices and Resources
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What iIs credit card fraud?
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Defining Credit Card Fraud

Fraud is: 3rd party unauthorized use of a card.

Obtaining services, credit or funds by misrepresentation of
identity or information...

Fraud is not:

Misuse & Abuse, Disputed transactions,

Charge error, Inability to pay @bank
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Industry Fraud Overview
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Industry Fraud Trend
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Industry vs. U.S. Bank
Fraud Losses
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EEbank
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Government Card
Fraud by Type

Lost / Stolen - Convenience fraud, can involve 2006 Government Fraud
family, friends or business associates. 2% 12%

NRI / Mail Theft - Minimal risk if issuer uses a
card activation program. Higher risk areas still
require special handling.

Fraud App/ATO - Identity Theft is not generally

a problem for Government card portfolios since

81%

Issuing process is closed-loop.
_ _ _ @ Fraud App/ATO  m Counterfeit 0 Lost
Counterfeit - Typically perpetrated by organized

criminal groups. Ointemet/CNP - BRI @ Stolen

Internet / CNP - Unauthorized use of account wbank

information, card number only. Five Star Service Guaranteed (3.2)
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Top Fraud Merchant Types
Industry Losses 10Q05 - 1Q06

1) Grocery Stores (incl SuperWalmart)
2) Automated Fuel Dispensers (was #5)

3) Dept Stores
4) Electronic Stores
TOp 5 24% 5) Other Direct Marketers
6) Telecom Services
7) Discount Stores
8) Catalog Merchant
9) Specialty Retail
10) Jewelry Stores

[(Ebank
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U.S. Bank CPS Fraud
By State YTD

State 2006 2004
P Texas 9% 6%
/ lllinois 6% 3%
Georgia 6% 2%
/ Ohio 4% 2%
Colorado 4%
Pennsylvania 3% 2%
Virginia 3%
New Jersey 3%
CPS Top 10 Fraud Nevada 204
States Have 60% of Washington 2%
Domestic fraud activity All Others 40% 50%

[Ebank
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High Fraud Countries |
. GSA Federal Supply Service
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Timeline of Data Breach Tactics

Web site attacks: shopping
carts- Name, account number
and CVV2

Dumpster diving for ATM Skimming, PIN capture

receipts & carbons

1980°'s 1990's 2000 2001 2002 2003 2004  2005/6

Hand held skimming First reported case of mass  Phishing  Hacking
devices track data compromise -

Name, account number,

and CVV

Source: Visa U.S.A Fraud Control Ebank
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Cur ud Trends
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Organized Crime drives each of these trends:

e SKimming - A copy is made of the magnetic stripe on a
card using a track reading and capturing device.

e Phishing - A false email solicitation representing a
legitimate business requesting personal consumer data or
account information.

® Cybercrime - A variety of methods of illegally procuring
and using card information facilitated by the Internet

e |dentity Theft - personal information not belonging to
the crook is used to receive financial services.

[(Ebank
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Skimming...

A copy Is made of the magnetic stripe on a card
using a track reading and capturing device.

[(Ebank
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How do cards get skimmed?

There are no residual effects of a credit card skimmer

- Cardholders are often unaware of being skimmed

Hand-held Skimmer

Skimmers can be hand
held (often used by
waiters or parking lot
attendants)

- "'.7£Ih'-7="_ — |
P e
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How do cards get skimmed?

Skimmers may also be parasitic (installed at a POS or ATM)

Parasitic Skimmer

[Ebank
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Phishing...

A false email solicitation representing a legitimate
business requesting personal consumer data or
account information.

[(Ebank
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Hacks, Yiruses, Scams & Spam

Plenty of “phish’ in the sea

Billions of scam e-mails sent monthly

REUTERS :}

Updated: 11:26 a.r, ET May 068, 2004

LONDON - Fraudulent e-mails designed to dupe Internet users out of
their credit card details ar bank infarmation topped the three billion
mark last month, accarding to one of the largest spam e-mail
filtering companies,

The authentic- advertisernent

looking e-mails, QWEST PROUDLY PRESENTS:

masguerading as

messages fom bans | cOAST-TO-COAST NETWORK |
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Phishing Email Example

Dear U.S Bank customer,

We recently reviewed your account, and suspect that your U.S Bank account may have been accessed by an unauthorized
third party. Protecting the security of your account and of the U.S Bank network is out primary concern.

Therefore, as a preventative measure, we have temporarily limited access to sensitive U.S Bank account features.
Click the link below in order to regain access to your account:

https://www4.usbank.com/internetBanking/RequestRouter?requestCmdld=DisplayL oginPage

For more information about how to protect your account, please visit U.S Bank Security Center.

We apologize for any inconvenience this may cause, and appreciate your assistance in helping us maintain the integrity
of the entire U.S Bank system. Thank you for your prompt attention to this matter.

Sincerely,

The U.S BANK Security Department Team.
Please do not reply to this mail.Mail sent to this address cannot be answered. For assistance, log in to your U.S Bank

account and chose the "Help" link in the header of any page. Eb k

Privacy Pledge | Security Standards © 2004 U.S. Bancorp Five Star Service Guaranteed (§'2)



Retail Internet Banking #1 - Real?

| J Address I@ http:ff211.125,174.52/ | USBank/RequestRouker|

| @ao |JLink5 =

Internet Banking

Mow U.S. Bank Internet
Banking Does Even
More for You!

LIS, Bank Internet Banking -
the hestway to hank anline -
just got hetter! To make
manading your finances
mare convenient, we've
added these valuahle new
features and tools:

o Create future and repeating
funds transfers between
wour deposit accounts

* Create account alerts

* Sign up for online
staterments with alerts

« View investment balances

Learn mare.

a1

Welcome to Internet Banking

¢ Personal ID

r Password

Forgotyour password or need help? Get login assistance.

¢ Select Your Destination
Your Accounts j

Foryour security, please remember to log out of Internet
Banking when you finish your sessian.

Enroll in Internet Banking

To access your accounts anling,
enroll no.

Need More Info?
» YWhatis Internet Banking?

» Frequently asked questions

» Browser reguirements and
security standards

» Protect your identity

Take a Tour

€]

@ Internet




Retail Internet Banking #2 - Real?
J.ﬁ.dl:lress I@ hktps: [ fenanwd, usbank, cominternetBanking/RequestRouter frequestCmdld=DisplayLoginPage j tf?GD |JLink5 3

N
@bank Cuslomer Service Contact Us Locatio

mwmrw@

Internet Banking

Protect Yourself Welcome to Internet Banking
Against Phishing

A
Login Enroll in Internet Banking
"Phishing" refers to cyber-

!:r?miljals whio n::n.aa’.[e an B v Personal ID

WG NE s I | T acCess your accounts online,

Wieh page ar use email to trick arirall fio.

uzers into providing sensitive -

personal information. Regpkying + Password Need More Info? |
to phishing emails puts yaur » \What i Internet Banking?

accourts &t risk. LS. Bank will

- . .
Mever sk far senstive Forgot your password aor need help? Get login assistance.

» Frequently asked questions

::nfursm aﬂ.ml-'sfmm ?;Dumwa I: e + Select Your Destination » Browser requirernents and
[.E. 20CHEN SECUFTY MUMEBEr, .

Persanal D, Passward, PIN or Your Accounts j security standards

accourt number). » Protect your identity

| Logh ETveTYa v
n | B
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Tracking a Phishing Scam

GSA Federal Supply Service

1
Email Received,in U.S.

Data stored in Aué‘[ra@h server

(Ebank
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How can we defend ourselves...

GSA Federal Supply Service

Common Sense Approach

Skimming — Don’t put your card in an ATM that looks
suspicious. Keep an eye on your card whenever possible.

Phishing — Don’t click on links or download attachments from
emails from unknown senders. Never enter personal or
financial account information into a form or link from an email
solicitation, regardless of sender.

[(Ebank

Five Star Service Guaranteed @9
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The Cyber Underground
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Cybercrime

The Internet has presented a number of challenges for credit card
Issuers and cardholders

 Account Number Generation Programs

« Mass Compromises of Hacked Data with or without Magnetic Stripe

« PC spyware travels in emails or attaches itself when infected
websites are surfed

» lllegal web sites disseminate “how to” kits for perpetrating fraud

[Ebank

Five Star Service Guaranteed Q )
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Credit Master...

A program that generates credit and debit card
numbers according to the algorithm used by the
major card associations.

[(Ebank
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Account Number Generators
(Credit Master Run)

Crooks obtain a valid account number and expiration date.
e Trash bins, clerks keep receipts, etc.
e Use program to generate first account by BIN

Program extrapolates next account numbers issued using a
standard algorithm

Even “cardless” accounts can be compromised.

[Ebank

Service G nd_)
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11035
1103
11035
1103
11035
11035
1103
11035
11035
1103
11035
1103
11035
11035
1103
11035
1103
1103
11035
1103
11035
11035
1103
11035

118502 2: 41pm
1: 45990
21 4909
31 4909
41 4999
3 4909
B 4900
Fio4999
B2 4000
Qo 4900

10: 4999
11: 4999
12: 4999
15: 4999
14: 49959
15: 4999
16: 4999
17: 4999
18: 4999
19: 4999
2050 4999
211 4999
221 4999
231 49099
241 4999

GSA Federal Supply Service

Sample CreditMaster

CreditMaster w4.0 Copyright 1954 MPI Dewvelopment

Q0s5
Q0s5
Q0s5
0035
Q0s5
Q0s5
Q035
Q0s5
Q0s5
00s5
Q0s5
0035
Q0s5
Q0s5
Q035
Q0s5
00s5
0035
Q0s5
0035
Q0s5
Q0s5
Q0s5
Q0s5

Qo001
Q01S
Qo27
0035
004 5
Qo050
Q0as
Qo7e
Qos4
Qoo2
01O
0118
D126
01s4
0142
015%
olar
0175
018>
019l
0209
0217
0225
D233

Extrapolated following 99% cards from 4999 1103 0035 0035:

Account Numbers are
NOT actual Visa
Account Numbers

[(Ebank
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Account Number Generators
(Credit Master Run)

Important points to remember:

e This form of fraud is completely independent of any card activity or
usage patterns on the part of cardholders

e Programs are only capable of generating numbers
« No liability to the client or cardholder

Credit Master Defenses:

e Strategies to queue any affiliated charges or test authorizations
e Utilize a Real Time POS rule to decline merchants associated with run

[(Ebank

Five Star Service Guaranteed @:a
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Hacking...

Mass compromises of data.

[(Ebank
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An attacker takes advantage of a flaw in an Internet connected system that:
processes, transmits, or stores cardholder data to gain access to: card

numbers, expiration dates, CvV2/CVC2/CID, and/or
magnetic stripe data. PFO%ESOF

Retail Store

||"£

EH] ﬁ@

Internet

é
—— @
Acquirer

[Ehbank
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& databazes

Board  CarderPlanet  Courterfed Library

luestions7 =2 It iz very much reduced wersion of Russian site We do not accept: i E— Pycckni

The dumps (tracks) of credit cards

All arders are send out from ane hour up ta 42 hours from the

moment of reception of payment, except for holidays and days " ""-.\":E You by fram us only
off. Qur dumps are from owver than 10 processing centers ¥ i
wiarldwide and we ched: the dumps on wotiability Cby our F_".l-ﬁ :
special secure way) at that moment when we send wour order. ; ) uith the first and second tracks atthe price of the

Thuz, you obtain completely the waking dumps. We szl the second track
dumps in lots, which are specified in the table below.

30042003 Fresh atrivals - g thousands of Gold, Piatinwm, Busingss, Corporate dumps from ELrope, Carlbhean, Japan, Asia,
Australia, vou can select it by BINS, bandk, countne e from here ==

You have to stay in minimum quantities mentioned in the batches below, we can't zell dumps by units. Chﬂﬂse
Auailability Description Count Dumps\perbatati | po oy o o hatoh, $ WS E |- o= Per Unitin TG EpEmuE il
. v pigces s ' batch, § USD
FAurailable & MC unsorted (incl. Gold eto) unsortad 10.000 2a00.00 0.29
\
Aorailable AL !"I Yiza unzorted (incl. Gold eted unzarted 10.000 2900.00 n.za
i .
Auailable " Wiza Claszic Debit U5A 100 595.00 5.05
£orailable m Yiza Classic Cradit Usa 100 525,00 5.95 ou can download and
. zelect the dumps by wourself
T from the fresh databases

Opening page hkkp: ) v, boafactory, boje-dumps. htm, .. [ | & Intermet



Fuailable

Fowailable

Awailable

Fuailable

Awailable

Fowailable

Puailable

Awailable

Purailable

Awailable

Fuailable

Puailable

Awailable

Sold out

Awailable

Fuailable

Awailable

Awailable

Wiza Classic Debit

Viza Classic Credit

Wiza Classic unsorted

Wiza Gold Debit

Wiza Gold Debit

Viza Gold Cradit

Wisa Gold Credit

Wiza Gold unsorted

Wisa Gold unsorted

Wiza Platinum Debit

Wiza Platinum Credit

Wisa Platinum Credit

Viza Platinum unsorted

Viza Corporate

Yiza Signature (no limits)

Wiza Signature (no limits)

Wiza Purchasing

“iza Business Debit

UsA

UsA

(1=72)

UsA

11=72)

UsA

UsA

(1=72)

s

U5A

UsA

UsA

11=72)

s

(1=72)

UsA

11=72)

11=72)

100

100

100

f00

100

100

100

100

10

100

10

G585.00

585.00

585.00

1492.00

2495.00

1195.00

249500

1193.00

249500

1195.00

1492.00

249500

2495.00

1692.00

1480.00

Qa00.00

148000

1192.00

.05

5.5

.95

2895

2485

29.95

24.05

29.95

24.05

29.95

2895

24.05

24.95

2005

148.00

05.00

148.00

29.95

“ou can download and
select the dumps by yours:
from the fresh databaszes
balow, if they are awailabl
Generate the order
personally, orwe c¢an do |
farwau.

X
35568

Fresh dumps from
Canadian processing
centre.

X
GEFHA

Fresh dumps from on
of the largest US
processing centre.

X
Hose

Mew Vearshoppers
from USA processing
centre.

X
G308

European and
warldwide countries -
December 2002.

e have a lot of database
besideswhich it mentione
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¥nnl1260 :: Credit Card :: Email box :: Software :: Author *

12345678910(11)

| id Card Name Credit Card Info Billing Address Phone Number
Anony Mail
a3z 24 PO, BOX 512 !
e D o e SEAL BEACH, CAOO740 USs 20— - -0
. 549 4220 | 194 Hidden Valley Road N LS
— 2+ |Juha Hicks 4/2004 Roval Oaks, C& 05076 Usa |09 <
Account . \ it
Chedker 3+ | Curls Harvey ?;EEDDS 06 SSLEEESEEI: E;E;E Constitution 54 i
426 1359 5209 Cherryville Road
e O B e e Northamptan, P4 18067 Uss, | 21- == =—18
546 82 77114Geist Estates Court ,
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ldentity Theft...

[Ebank

Five Star Service Guaranteed @9



GSA

GSA Federal Supply Service

ldentity Theft — What is it really?

ldentity Theft occurs when a criminal has
enough of your personal information to
impersonate you and pose as you to use
your existing financial accounts or to
open & use new accounts in your name.

Some Credit Card Fraud is ID Theft
Fraud Applications, Account Takeover

Most ID Theft does not involve
Credit Cards

[(Ebank

Five Star Service Guaranteed @9
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What ID thieves want:

Credit Card Numbers CVV2 Security Numbers (on back of cards)

Credit Reports Social Security Numbers
Date of Birth Driver’s License Numbers
Mortgage Details Passwords/PINs

Home Address Online Banking User IDs

Where do they get the information?

* Hacking into merchant or merchant data processing data sources
» Data providers are scammed by criminals posing as legitimate
businesses who need access to sensitive data (debt collection, etc)
» Data owners lose data or equipment with data on it is stolen
» Phishing — spam email convincing you to give up information
« Skimming — card data is copied when swiped at an ATM or POS
» Spyware — malicious software that captures and sends your
personal information from your PC to the criminal
* ‘Old fashioned ways’ — Dumpster diving, mail theft Ebank

Five Star Service Guaranteed L _)
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What ID thieves do

28% Credit Card Fraud
19% Phone or Utilities Fraud (Cell phone accounts)
18% Other Bank Fraud (Electronic Funds transfers)

What you can do to keep from becoming a victim

» Be vigilant in ensuring that your financial records — bank, investment,
& credit card statements — arrive regularly

» Shred unneeded financial documents, including card preapprovals

* Never use SSN, DOB, or consecutive numbers as your password

* Never respond to an email solicitation by clicking on a website link

* Do not open email attachments from people that you do not know

* Install firewalls and up-to-date virus protection software on your PC

» Order a copy of your credit report at least once per year Eb
ank

. \ -i-
Five Star Service Guaranteed (% %,



a AnnualCreditReport - Microsoft Internet Explorer provided by US Bank, ¥3.7 - |EI|5|

File Edit ‘iew Faworites Tools  Help 11.'
—. L] ~— Jl_ . . - T1 I

eBack - -J - |ﬂ @ Llj ijearch k}\( Favorites QMEdla ﬁ"}‘ ['_-_--_-_\,* = E ii

Address @https:J',l'www.annualcreditrepnrt.n:Dm,l'cra,l'index?accesstime=1153?5022?246 j 0 Links **

b Fraud Alert

F AnnualCreditReport.com b Frequently Asked Questions F Contact Us kAbout Us

[ What is AnnualCreditReport.com? ]

Request your free annual credit report. It's QUICK, EASY and SECURE.

This central site allows you to
request a free credit file disclosure,
comrmonly called a credit report,
ance every 12 months from each of
the nationwide consurmer credit
reporting companies: Equifasx,
Experian and Transnion.

START HERE to View and Print your
Free Credit Report Now

ISeIect“r”Dur State v | Request Report

AnnualCreditReport.com is the
official site to help consumers
to obtain their free credit
report.

Thiz site iz sponsored by
We guard your privacy.

This site's security protocols are
: designed to protect your personally —
S ¢ identifiable information from
TransUnion. ¢ unauthorized access or alteration.
©  Measures include physical and

technological
"\ Verisign
Secured

exper(a 1y EQUIFAX

security and
encryption of
certain

Fight identity theft by monitaring and reviewing your credit report. vou may request
your free credit report onling, by phone or through the mail. Free credit reports

requested online are viewable immediately upon authentication of identity. Free frrrmetian. VERIEY s ll
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Completing the Credit Bureau Ordering Process

GSA Federal Supply Service

Each bureau you request requires a series of validations

* You may need some financial records with account numbers available
in order to complete the validation process

» The entire process takes 5 -10 minutes

* Credit reports will be instantly available for you to view online or print

* Reports can also be ordered by phone at 1- 877- 322- 8228

How can | get my credit score?

You can purchase a credit score when you request your free annual credit
report through annualcreditreport.com. The credit report is free, the score is not.

You can also purchase a credit score or other credit monitoring services by
contacting one of the nationwide consumer credit reporting companies.
Equifax - www.equifax.com

Experian - www.experian.com b k
TransUnion - www.transunion.com E dain

Five Star Service Guaranteed L _)
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Fraud Detection & Case
Processing Lifecycle

Cardholder
detects fraud
on a(icount
Account Fraud Cardholder Fraud Statement
alertsin  —JAnalyst contacts—| confirms |» case  |»| of Fraud
detection tool cardholder fraud Initiated sent
\ |
Fraud, Analyst Cardh_older Creai e
can’t reach confirms o
cardho¢lder no fraud ARG

Fraud Detection
informs CPS
Relationship mgmt

CPS relationship

Mgmt tries to @bal‘lk

CO ntact Ca_rd h (0) I d er Five Star Service Guaranteed @i‘)
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Preventative Measures

* Ensure that your account records are current including home, business phone
numbers as well as alternate contacts or email addresses

 Promptly review your account statement and reports immediately upon receipt

— Use U.S. Bank on-line tools to help monitor account activity

* Do not disclose account information, PIN or other personal information to
anyone unless you initiated the contact

* Report all occurrences of unsolicited email or phone calls where persons are
Inquiring about your account or personal information

* Be mindful of how you store and destroy card data

— Card associations have stringent regulations around the storage of card account or
transaction data

* As Program Managers act as a conduit for keeping cardholder account records

bank

Five Star Service Guaranteed LD

current via regular file updates to U.S. Bank @
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Resources

 Contact your U.S. Bank Relationship Manager with any
concerns about fraud or suspicious activity |

e Check out the U.S. Bank website

 We update our site continually with new information regarding fraud and
data security scams

« www.USBank.com

* Visa Liability Waiver Program

« Contact your U.S. Bank Relationship Manager

e VisaU.S.A

e WWW.visa.com

[Ebank

Five Star Service Guaranteed Q )
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Thank youl!

Jeff Leining
Fraud Management

U.S. Bank

[(Ebank
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